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1.
1.1

Preface

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

1.2 Documentation Accessibility

1.3

1.4

1.5

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Prerequisite
e Ul Deployment

e  Configuration / Installation

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.1.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide

e Oracle Banking Digital Experience Security Guide
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Anonymous User Configuration

2. Anonymous User Configuration

e Insert/Update security policy to be used in the field in Anonymous Security Policy at Dayl
(defaulted to “oracle/wss_username_token_client_policy”)

(3 C | ® Notsecure | NN 205/ home htm|?module=dashboard&p:

=system-configuration-we
0BP 24 OBP 23 GN 08P25 [&) FormonBACKUPDE (i Dashboard [Jenking] [&] ZigBank - Zighank [&] B-0A [@] 175 [&] http/fjot-prabhinor [ soa-comp {0 grok ¥ Central-JIRA »

2 ZigBank Q = O Logon

~ Dynamic Module

Application Server Port 9003 443
» Brand
Anonymous Security Key origination_owsm_key Limits Effective from Same Y
» OTHERMOCDULE
Name Day (YiN)
» Origination DCS Host IP Application Server Host mum00chg.in_oracle.com
» Common PM Host IP address Retail User Supported Auth ~ OTP~SOFT_TOKEN~SEC_QUE
Type
Port 8011 Host IP 10.180.86.15
Host IP 10.180.86.15 Region INDIA
Bank Code 10 Port 8011
Channel 1B Anonymous Security Policy  oracle/wss_username_token_client_policy | .
Port 8011 Application Server Part 9003

e Insert/Update security policy key to be used in the field in Anonymous Security Key at
Dayl (defaulted to “origination_owsm_key”)

e Name should match with credential key stored inside the credential store repository.

e Create a map named “oracle.wsm.security” in credential store provider.
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Anonymous User Configuration

[ Credentials: ba:
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lata that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service provider to store and manage their credentials securely.
»

* leblogic Domain
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» Type
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» Password
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Credentials
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Application Policies
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Apps

Helpful Links & Google

0BDX [ Imported
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[®] Oracle Traffic Directo: {0 Cross Reference: /FC

(Create Map
A credential is uniquely idantified by a map nam and a key name, Typically,
the map ith the name of Il eradentials
with the same map name define a logical group of credentials, such as the
credentials used by the application. All map names in a credential store must
be distinct.
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e Create credential key and provide username & password which will be used for
authentication and authorization at OBP.
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3 Clip Penkins [} Credentials: base_domai: X
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Edit Key

Select Map  oracke.wsm.security
Key
Type Password

* User Name obdxuser

* Confim | sasess
Password

Description

EEEIC AR

TIBER # DM

e JAXWSFactory reads the anonymous security policy and key name from
digx_fw_config_out_ws_cfg_b table. It then matches this key name with of credential store

provider. If match is successful, username & password is read and anonymous user is
replaced with this username and used further for authentication & authorization at OBP.

Home
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